a2 United States Patent

Bourbonnais et al.

US009465855B2

US 9,465,855 B2
Oct. 11, 2016

(10) Patent No.:
45) Date of Patent:

(54) MAINTAINING TWO-SITE
CONFIGURATION FOR WORKLOAD
AVAILABILITY BETWEEN SITES AT
UNLIMITED DISTANCES FOR PRODUCTS
AND SERVICES

(71) Applicant: International Business Machines
Corporation, Armonk, NY (US)

(72) Inventors: Serge Bourbonnais, Palo Alto, CA
(US); Paul M. Cadarette, Hemet, CA
(US); Michael G. Fitzpatrick, Raleigh,
NC (US); David B. Petersen,
Gaithersburg, MD (US); Gregory W.
Vance, Morgan Hill, CA (US)

(73) Assignee: INTERNATIONAL BUSINESS
MACHINES CORPORATION,
Armonk, NY (US)

(*) Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35

U.S.C. 154(b) by 161 days.

(21)  Appl. No.: 14/059,686
(22) Filed:  Oct. 22, 2013

(65) Prior Publication Data
US 2015/0112931 Al Apr. 23, 2015
(51) Imt.CL

GO6F 17/30
GO6F 11/34

(2006.01)
(2006.01)

(Continued)
(52) US. CL

CPC ... GOGF 17/30575 (2013.01); GOGF 9/5083
(2013.01); GOGF 11/14 (2013.01);

(Continued)
(58) Field of Classification Search
CPC ..ccovvvvvcrnne GO6F 17/30227; GO6F 17/30212;

GOGF 17/30206; GOGF 17/30185; GOGF
17/30174; GOGF 11/1482; GOGF 11/2025;
GOG6F 11/2028; GOGF 11/2056; GOG6F
11/2035; GOGF 11/0727; GOGF 11/0751;
GOGF 3/0604; GOGF 3/06029; GOGF 3/0683;
GOGF 17/30079; GOGF 17/30581; GOGF

17/30575; GO6F 17/30356; GO6F 11/3414;
GOG6F 11/3433; GOGF 11/3447; GOGF
11/3466; GOG6F 11/3616; GOGF 11/3632;
GOG6F 2209/5019; GOGF 2201/87; GOGF
17/30292; GOGF 9/5083
See application file for complete search history.

(56) References Cited
U.S. PATENT DOCUMENTS

5/2001 Masuda et al.
6/2008 Hayden et al.

(Continued)

6,226,651 Bl
7,383,463 B2

FOREIGN PATENT DOCUMENTS

EP 1686478 A2 8/2006

OTHER PUBLICATIONS

Caraman et al., “Continuous Disaster Tolerance in the IaaS Clouds”,
IEEE, 2012, pp. 1226-1232.

(Continued)

Primary Examiner — Srirama Channavajjala
(74) Attorney, Agent, or Firm — Cantor Colburn LLP;
William A. Kinnaman, Jr.

(57) ABSTRACT

A system for maintaining a two-site configuration for con-
tinuous availability over long distances may include a first
computing site configured to execute a first instance asso-
ciated with a priority workload, the first instance being
designated as an active instance; a second computing site
configured to execute a second instance of the priority
workload, the second instance being designated as a standby
instance; a software replication module configured to repli-
cate a unit of work data associated with the priority work-
load from a first data object associated with the active
instance to a second data object associated with the standby
instance, and a hardware replication module configured to
replicate an image from a first storage volume to a copy on
a second storage volume, wherein the first storage volume is
associated with the first computing site, and the second
storage volume is associated with a third computing site.
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1
MAINTAINING TWO-SITE
CONFIGURATION FOR WORKLOAD
AVAILABILITY BETWEEN SITES AT
UNLIMITED DISTANCES FOR PRODUCTS
AND SERVICES

BACKGROUND

The present invention relates to continuous availability
between sites at unlimited distances, and more specifically,
to maintaining a two-site configuration in a multisite con-
tinuous availability computing environment.

In the past, some computer availability and disaster recov-
ery solutions were limited to a maximum distance between
sites. Other past solutions required starting systems, appli-
cations, and supporting infrastructure on the backup site that
could in some cases take several hours to restart. Some past
solutions additionally required modifications to software
applications, such as database servers, and hardware, such as
routers and switches, in order to implement various disaster
recovery and continuous availability functions, resulting in
relatively high implementation cost. Some past solutions
operated at a site level, rather than at a workload level.

These issues have been substantially addressed by con-
tinuous availability solutions between sites at unlimited
distances. However, when a primary or secondary continu-
ous availability computer processing site becomes unavail-
able, for example, due to an unplanned outage or during
planned maintenance at one of the sites, the remaining site
may run in a single-site configuration, without continuous
workload availability, throughout the duration of the pri-
mary or secondary site unavailability, until such time as the
site becomes available once again. This scenario may expose
some workloads to a higher level of risk during a substantial
period of time.

In addition, some solutions provide continuous workload
availability only with regard to routable, online transaction
processing (OLTP) applications and related data objects.
Non-OLTP workloads, or “batch” workloads, may not be
supported. In some cases, nonsupported workloads may
target the same data objects as supported workloads. How-
ever, a period of unavailability of a primary site may result
in the loss or unavailability of data related to nonsupported
workloads, such as intermediate data files and job scheduler
states. In addition, data related to nonsupported workloads
may be inconsistent with duplicate data related to supported
workloads.

SUMMARY

According to one embodiment of the present invention, a
system for maintaining a two-site configuration for continu-
ous availability over long distances includes a first comput-
ing site configured to execute a first instance associated with
a priority workload, wherein the first instance is designated
as an active instance, a second computing site configured to
execute a second instance of the priority workload, wherein
the second instance is designated as a standby instance, and
a workload availability module configured to replicate a unit
of work data associated with the priority workload from a
first data object associated with the active instance to a
second data object associated with the standby instance, and
to replicate an image from a first storage volume to a copy
on a second storage volume, wherein the first storage
volume is associated with the first computing site, and the
second storage volume is associated with a third computing
site.
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2

According to another embodiment of the present inven-
tion, a computer program product for maintaining a two-site
configuration for continuous availability over long distances
includes a computer readable storage medium having stored
thereon first program instructions executable by a processor
to cause the processor to assign a first instance of a priority
workload to a first computing site, wherein the first instance
is designated as an active instance, second program instruc-
tions executable by the processor to cause the processor to
assign a second instance of the priority workload to a second
computing site, wherein the second instance is designated as
a standby instance, third program instructions executable by
the processor to cause the processor to replicate a unit of
work data associated with the priority workload from a first
data object associated with the active instance to a second
data object associated with the standby instance, and fourth
program instructions executable by the processor to cause
the processor to replicate an image from a first storage
volume to a copy on a second storage volume, wherein the
first storage volume is associated with the first computing
site, and the second storage volume is associated with a third
computing site.

According to yet another embodiment of the present
invention, a method for maintaining a two-site configuration
for continuous availability over long distances includes
executing a first instance associated with a priority workload
at least in part with a first processor, wherein the first
instance is designated as an active instance, executing a
second instance associated with the priority workload at
least in part with a second processor, wherein the second
instance is designated as a standby instance, replicating a
unit of work data associated with the priority workload from
a first data object associated with the active instance to a
second data object associated with the standby instance, and
replicating an image from a first storage volume to a copy on
a second storage volume, wherein the first storage volume is
associated with the first processor, and the second storage
volume is associated with a third processor.

Additional features and advantages are realized through
the techniques of the present invention. Other embodiments
and aspects of the invention are described in detail herein
and are considered a part of the claimed invention. For a
better understanding of the invention with the advantages
and the features, refer to the description and to the drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims
at the conclusion of the specification. The forgoing and other
features, and advantages of the invention are apparent from
the following detailed description taken in conjunction with
the accompanying drawings in which:

FIG. 1 depicts a cloud computing node according to an
embodiment of the present invention.

FIG. 2 depicts a cloud computing environment according
to an embodiment of the present invention.

FIG. 3 depicts abstraction model layers according to an
embodiment of the present invention.

FIG. 4 illustrates a schematic diagram of an integral
continuous/reliable availability system in accordance with
an embodiment of the present invention.

FIG. 5 illustrates a schematic diagram of the various
components in an integral continuous/reliable availability
system in accordance with an embodiment of the present
invention.
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FIG. 6A is a schematic diagram that illustrates a multisite,
multiworkload configuration of an integral continuous/reli-
able availability system in accordance with an embodiment
of the present invention.

FIG. 6B is a schematic diagram that illustrates another
multisite, multiworkload configuration of an integral con-
tinuous/reliable availability system in accordance with an
embodiment of the present invention.

FIG. 6C is a schematic diagram that illustrates yet another
multisite, multiworkload configuration of an integral con-
tinuous/reliable availability system in accordance with an
embodiment of the present invention.

FIG. 6D is a schematic diagram that illustrates yet another
multisite, multiworkload configuration of an integral con-
tinuous/reliable availability system in accordance with an
embodiment of the present invention.

FIG. 6E is a schematic diagram that illustrates yet another
multisite, multiworkload configuration of an integral con-
tinuous/reliable availability system in accordance with an
embodiment of the present invention.

FIG. 7 illustrates a schematic diagram of an individual site
implementation of an integral continuous/reliable availabil-
ity system in accordance with an embodiment of the present
invention.

FIG. 8 illustrates a process flow for providing integral
continuous/reliable availability in accordance with an
embodiment of the present invention.

FIG. 9 illustrates another process flow for providing
integral continuous/reliable availability in accordance with
an embodiment of the present invention.

FIG. 10 illustrates a process flow for a failover procedure
in accordance with an embodiment of the present invention.

FIG. 11 illustrates a process flow for a restore procedure
in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

It is understood in advance that although this disclosure
includes a detailed description on cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, embodiments of the
present invention are capable of being implemented in
conjunction with any other type of computing environment
now known or later developed.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There is
a sense of location independence in that the consumer
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4

generally has no control or knowledge over the exact
location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state,
or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer is to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure is operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or off-premises.

Community cloud: the cloud infrastructure is shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or off-premises.

Public cloud: the cloud infrastructure is made available to
the general public or a large industry group and is owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure is a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
ized or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment is service oriented with
a focus on statelessness, low coupling, modularity, and
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semantic interoperability. At the heart of cloud computing is
an infrastructure comprising a network of interconnected
nodes.

Referring now to FIG. 1, a schematic of an example of a
cloud computing node is shown. Cloud computing node 10
is only one example of a suitable cloud computing node and
is not intended to suggest any limitation as to the scope of
use or functionality of embodiments of the invention
described herein. Regardless, cloud computing node 10 is
capable of being implemented and/or performing any of the
functionality set forth hereinabove.

In cloud computing node 10 there is a computer system/
server 12, which is operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well-known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with computer system/server 12 include, but are
not limited to, personal computer systems, server computer
systems, thin clients, thick clients, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics,
network PCs, minicomputer systems, mainframe computer
systems, and distributed cloud computing environments that
include any of the above systems or devices, and the like.

Computer system/server 12 may be described in the
general context of computer system-executable instructions,
such as program modules, being executed by a computer
system. Generally, program modules may include routines,
programs, objects, components, logic, data structures, and so
on that perform particular tasks or implement particular
abstract data types. Computer system/server 12 may be
practiced in distributed cloud computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted cloud computing environment, program modules may
be located in both local and remote computer system storage
media including memory storage devices.

As shown in FIG. 1, computer system/server 12 in cloud
computing node 10 is shown in the form of a general-
purpose computing device. The components of computer
system/server 12 may include, but are not limited to, one or
more processors or processing units 16, a system memory
26, and a bus 18 that couples various system components
including system memory 26 to processor 16.

Bus 18 represents one or more of any of several types of
bus structures, including a memory bus or memory control-
ler, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus archi-
tectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA)
bus, Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

Computer system/server 12 typically includes a variety of
computer system readable media. Such media may be any
available media that is accessible by computer system/server
12, and it includes both volatile and non-volatile media,
removable and non-removable media.

System memory 26 can include computer system readable
media in the form of volatile memory, such as random
access memory (RAM) 28 and/or cache memory 30. Com-
puter systeny/server 12 may further include other removable/
non-removable, volatile/non-volatile computer system stor-
age media. By way of example only, storage system 32 can
be provided for reading from and writing to a non-remov-
able, non-volatile magnetic media (not shown and typically
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called a “hard drive”). Although not shown, a magnetic disk
drive for reading from and writing to a removable, non-
volatile magnetic disk (e.g., a “floppy disk™), and an optical
disk drive for reading from or writing to a removable,
non-volatile optical disk such as a CD-ROM, DVD-ROM or
other optical media can be provided. In such instances, each
can be connected to bus 18 by one or more data media
interfaces. As will be further depicted and described below,
memory 26 may include at least one program product having
a set (e.g., at least one) of program modules that are
configured to carry out the functions of embodiments of the
invention.

Program/utility 34, having a set (at least one) of program
modules 36, may be stored in memory 26 by way of
example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an imple-
mentation of a networking environment. Program modules
36 generally carry out the functions and/or methodologies of
embodiments of the invention as described herein.

Computer system/server 12 may also communicate with
one or more external devices 14 such as a keyboard, a
pointing device, a display 24, etc.; one or more devices that
enable a user to interact with computer system/server 12;
and/or any devices (e.g., network card, modem, etc.) that
enable computer system/server 12 to communicate with one
or more other computing devices. Such communication can
occur via Input/Output (I/0O) interfaces 22. Still yet, com-
puter system/server 12 can communicate with one or more
networks such as a local area network (LAN), a general wide
area network (WAN), and/or a public network (e.g., the
Internet) via network adapter 20. As depicted, network
adapter 20 communicates with the other components of
computer system/server 12 via bus 18. It should be under-
stood that although not shown, other hardware and/or soft-
ware components could be used in conjunction with com-
puter system/server 12. Examples, include, but are not
limited to: microcode, device drivers, redundant processing
units, external disk drive arrays, RAID systems, tape drives,
and data archival storage systems, etc.

Referring now to FIG. 2, illustrative cloud computing
environment 38 is depicted. As shown, cloud computing
environment 38 comprises one or more cloud computing
nodes 10 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 40A, desktop computer 40B,
laptop computer 40C, and/or automobile computer system
40N may communicate. Nodes 10 may communicate with
one another. They may be grouped (not shown) physically or
virtually, in one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 38 to offer infrastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
is understood that the types of computing devices 40A-N
shown in FIG. 2 are intended to be illustrative only and that
computing nodes 10 and cloud computing environment 38
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 3, a set of functional abstraction
layers provided by cloud computing environment 38 (FIG.
2) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 3 are
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intended to be illustrative only and embodiments of the
invention are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 42 includes hardware and
software components. Examples of hardware components
include mainframes, in one example IBM® zSeries® sys-
tems; RISC (Reduced Instruction Set Computer) architec-
ture based servers, in one example IBM pSeries® systems;
IBM xSeries® systems; IBM BladeCenter® systems; stor-
age devices; networks and networking components.
Examples of software components include network appli-
cation server software, in one example IBM WebSphere®
application server software; and database software, in one
example IBM DB2® database software. (IBM, zSeries,
pSeries, xSeries, BladeCenter, WebSphere, and DB2 are
trademarks of International Business Machines Corporation
registered in many jurisdictions worldwide).

Virtualization layer 44 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, management layer 46 may provide the
functions described below. Resource provisioning provides
dynamic procurement of computing resources and other
resources that are utilized to perform tasks within the cloud
computing environment. Metering and Pricing provide cost
tracking as resources are utilized within the cloud computing
environment, and billing or invoicing for consumption of
these resources. In one example, these resources may com-
prise application software licenses. Security provides iden-
tity verification for cloud consumers and tasks, as well as
protection for data and other resources. User portal provides
access to the cloud computing environment for consumers
and system administrators. Service level management pro-
vides cloud computing resource allocation and management
such that required service levels are met. Service Level
Agreement (SLA) planning and fulfillment provide pre-
arrangement for, and procurement of, cloud computing
resources for which a future requirement is anticipated in
accordance with an SLA.

Workloads layer 48 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation;
software development and lifecycle management; virtual
classroom education delivery; data analytics processing;
transaction processing; and mobile desktop.

With regard to the resource provisioning and service level
management functions of the management layer 46, an
embodiment of the present invention may provide continu-
ous availability of priority workloads, reliable availability of
general workloads, disaster recovery, workload distribution
and replication of application data across a plurality of sites
at unlimited distances.

Some existing availability systems are limited geographi-
cally and/or by recovery time. When one or more workloads
are spread across multiple servers in a single location, the
servers for each workload may share a single data repository,
and all data related to each of workloads may be stored in the
same location. When the workloads are split among geo-
graphically dispersed data centers, a single data repository
for each workload is not always feasible.

In these instances, data from the one or more workloads
may be stored in a data repository at a primary site, and the
data may be synchronized, bit-by-bit, between the primary
site and a copy of the data at the secondary site. The time that
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it takes to synchronize the databases is called latency. As
sites are spread further apart geographically, latency may
increase because of the time it takes to move the data over
a network in order to synchronize it. Once latency increases
beyond a relatively small amount of time, transferring data
between data centers requires increasingly longer periods of
time to achieve synchronization.

As a result, some existing availability systems provide
acceptable workload performance only within a limited
geographic area. In some cases, this limited geographic area
may be approximately 10 to 20 fiber kilometers (i.e., 10 to
20 linear kilometers of a fiber optic network).

Disaster recovery systems are designed to switch between
a primary data center and a backup data center in situations
where the primary data center becomes unavailable, such as,
for example, during a power outage. For example, during
normal operation all transactions may be distributed to the
primary data center and the data may be periodically repli-
cated bit-by-bit to the secondary site or sites.

Priority workloads generally may be executed in parallel
on at least two distinct computing systems. Typically, at least
two instances of a priority workload may be executed
virtually simultaneously on at least two geographically
dispersed computing systems, for example, an active
instance executing on a computing system at a primary site
and a standby instance executing on another computing
system at a secondary site. Such a configuration may some-
times be referred to in the art as an “active/active” workload.
General workloads, such as batch application workloads,
workloads that do not log data, workloads that use sequential
files, flat files, or other non-logged data objects, or the like,
on the other hand, typically may be executed on only one
computing system at a single location, for example, an
active instance executing on a computing system at a
primary site. Such a configuration may sometimes be
referred to in the art as a “non-active/active” workload.

Some clients require continuous availability for priority
workloads and reliable availability for general workloads. In
addition, some clients require that disaster recovery systems
be performed at a workload level. Furthermore, some clients
require that availability system sites be separated by rela-
tively long distances. Thus, an integrated availability solu-
tion is required that may provide continuous availability at
a workload level for priority workloads, as well as reliable
availability for general workloads, between multiple sites
separated by relatively long distances.

In an embodiment of the present invention, an integrated
continuous/reliable availability system may include a soft-
ware replication module and a hardware replication module.
The software replication module may provide unit of work-
based software replication methods for one or more priority
workloads, and the hardware replication module may pro-
vide storage unit-based, managed hardware replication
methods for one or more storage units across multiple sites
separated by relatively long distances. The integrated con-
tinuous/reliable availability system may not require modi-
fication to existing user applications.

In any embodiment of the present invention, the distance
between sites may include, for example, distances greater
than the area covered within a metro area network (MAN),
that is, a network that may span distances measured in tens
of kilometers, for example, up to about 20 fiber kilometers.
Some customers require that a primary site and a secondary
redirection site be separated by distances sufficient to ensure
that a disaster affecting one site is not likely to affect the
other. Although these distances vary based on regional and
environmental conditions, primary and secondary sites
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sometimes are separated by distances that extend beyond a
MAN. In various embodiments, the distance between sites
may include, for example, distances greater than 50 fiber
kilometers, distances greater than 100 fiber kilometers, or
distances greater than 1,000 fiber kilometers.

In some embodiments, the customer acceptability window
may be measured by the length of the RPO. For example, in
an embodiment, the customer acceptable window requires
an RPO of less than 3 seconds of data loss when an
unplanned interruption occurs.

In any embodiment of the invention, the software repli-
cation methods may support continuous availability, work-
load distribution, replication and services for multiple pri-
ority workloads executing on multiple computing systems at
multiple individual site locations separated by an unlimited
geographic area, and may provide minimal downtime or
nearly instantaneous priority workload redirection, such as,
for example, within less than 3 seconds, at a common point
in time consistency for priority workload data. In combina-
tion, the hardware replication methods may support reliable
availability, workload distribution and replication services
for multiple general workloads executing on multiple com-
puting systems at multiple individual site locations separated
by an unlimited geographic area, and may provide minimal-
downtime data synchronization and workload redirections,
such as, for example, within less than one hour, for general
workload data.

A workload may consist of one or more computing
applications or jobs, as well as associated middleware run-
time environments, data source objects used by the appli-
cations, and the network addressability of the applications.
A priority workload may consist of one or more computing
applications, jobs or threads that are relatively time-sensitive
and preferably will not be suspended for more than a brief
moment, such as, for example, less than five seconds, even
in the event of an emergency or unplanned failure. A general
workload may consist of one or more computing applica-
tions, jobs or threads that are less time-sensitive and may be
suspended for more than a brief moment, and preferably as
long as approximately one hour, in the event of an emer-
gency or unplanned failure.

A unit of work may include one or more computing
transactions and/or processes substantially performed as a
group to service one or more requests. A unit of work data
may include, for example, data generated by or otherwise
associated with a single computing transaction and/or pro-
cess, or with multiple computing transactions and/or pro-
cesses substantially performed as a group to service one or
more requests. A data object may include, for example, any
combination of related or associated data.

In an embodiment, the integrated continuous/reliable
availability system may include a workload distribution
module that collects metrics at the software application,
middleware, operating system, network, and hardware levels
for each workload. The integrated continuous/reliable avail-
ability system and may use the collected metrics to provide
continuous availability and workload redirection capabilities
across multiple computing sites.

With reference now to FIG. 4, an embodiment of the
present invention may include an integrated continuous/
reliable availability system 50 for implementing continuous
availability for priority workloads and reliable availability
for general workloads across multiple sites at unlimited
distances. The system 50 may include a workload distribu-
tion module 52 executing computer instructions. The work-
load distribution module 52 may operate in any type of
environment that is capable of executing a software appli-
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cation. For example, the workload distribution module 52
may include a high-speed, multiuser, multitasking computer
processing device, such as a mainframe computer. In some
embodiments, the workload distribution module 52 may be
associated with an enterprise (e.g., a commercial business)
that implements the integrated continuous/reliable availabil-
ity across multiple sites at unlimited distances.

The integrated continuous/reliable availability depicted in
FIG. 4 may include one or more computing sites, such as, for
example, site one 54, site two 56 and site three 69. Each of
the sites 54, 56, 69 may include one or more systems
executing one or more workloads. The workloads may
include transaction processing applications, database appli-
cations, queue and queue management operations, and the
like. Each of the sites 54, 56, 69 may include, for example,
one or more network hardware devices and/or software for
managing and distributing network traffic.

Site one 54, site two 56 and site three 69 may be
geographically distributed computing sites. For example,
site one 54 may be located in one region, for example
Region A 67, and site two 56 and site three 69 may be
located in another region, for example, Region B 68, that is
relatively geographically distant from Region A 67. The
geographic distance between Region A 67 and Region B 68
may provide for a relatively high probability that computer
processing sites in Region A 67 will not suffer outages, or
otherwise become unavailable, at the same time as computer
processing sites in Region B 68. In particular, the geographic
distance between Region A 67 and Region B 68 may provide
for a relatively high probability that computer processing
sites in Region A 67 and sites in Region B 68 will not suffer
outages, or otherwise become unavailable, due to a common
cause, such as a regional power outage. In an alternative
embodiment, site three 69 may be located in a third region
that is relatively geographically distant from Region A 67
and from Region B 68.

The integrated continuous/reliable availability system 50
depicted in FIG. 4 additionally may include a software
replication module 58 and a hardware replication module
60. The software replication module 58, which will be
described in more detail below, may replicate data for
priority workloads between site one 54 and site two 56. The
hardware replication module 60, which also will be
described in more detail below, may replicate data for
storage units, including priority workload data and general
workload data, such as disk replication, between site one 54
and site three 69. The integrated continuous/reliable avail-
ability system 50 further may include a controller 62, which
may control the operation of the various components of the
integrated continuous/reliable availability system 50,
including, for example, the workload distribution module
52, which is described in more detail below.

The workload distribution module 52 and the sites 54, 56,
69 may be communicatively coupled via one or more
networks 64. The networks 64 may be implemented using
any type or combination of known networking device,
including, but not limited to, a wide area network (WAN), a
local area network (LAN), a global network (e.g., Internet),
a virtual private network (VPN), an intranet and a telephone
network. The networks 64 may be implemented using a
wireless network or any kind of physical network imple-
mentation known in the art.

The sites, such as site one 54, site two 56 and site three
69 may be coupled to the workload distribution module 52
through multiple networks (e.g., intranet and Internet) such
that not all of the sites are coupled to the workload distri-
bution module 52 through the same network. The workload
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distribution module 52 may be implemented using one or
more servers, for example, operating in response to a
computer program stored in a storage medium accessible by
the server.

In the integrated continuous/reliable availability system
50, units of work 66 initiated by users of the various systems
or clients executing at the one or more sites may be
distributed to one or more of the sites 54, 56, 69 through the
workload distribution module 52. The units of work 66 may
be transmitted from systems outside of the sites 54, 56, 69
and may be processed as workloads within one or more of
the sites.

It will be readily understood by a person of ordinary skill
in the art that the execution of continuous/reliable availabil-
ity across multiple sites at unlimited distances system and
methods described in FIG. 4 may be implemented as mod-
ules in hardware, software executing on general-purpose
hardware, or a combination thereof. Although only three
sites are depicted in FIG. 4, it will be further understood that,
in an embodiment, any number of sites may be imple-
mented, and that any geographic distance may separate the
sites. Furthermore, although the workload distribution mod-
ule 52 is depicted as existing outside of the sites, it will be
readily understood by a person of ordinary skill in the art
that, in an embodiment, the workload distribution module 52
may be directly located at one or more of the sites.

FIG. 5 illustrates a schematic diagram of the various
components in accordance with another embodiment of the
invention. An integrated continuous/reliable availability sys-
tem 70 includes a workload distribution module 72. In an
embodiment, the workload distribution module 72 may
collect metrics from multiple computing sites, for example,
site two 76 and either site one 74 or site three 106. The
metrics collected for each of the workloads may include, for
example, processor speed, pending transactions, transaction
execution time, system availability, network bandwidth uti-
lization and availability, and any other performance-based
metrics known in the art. The workload distribution module
72 may use the metrics in order to distribute one or more
units of work 78 for one or more workloads to site one 74
and site two 76.

Individual units of work may be received or may be
initiated at one of the site one 74 or site two 76. For example,
in some embodiments site one 74 may include a computer
system that is simultaneously or intermittently executing one
or more priority workloads 80 and one or more general
workloads 90. In other embodiments, site one 74 may
include a group of servers, such as a server farm, operating
on one or more workloads 80, 90 using local load balancing,
or other methods of load distributing as is known in the art.
In yet another embodiment, site one 74 may include multiple
systems, each of which may execute one or more workloads
80, 90. In various embodiments, site one 74 may include a
combination of servers and server farms each operating on
one or more workloads.

In addition, site one 74 may include one or more moni-
toring modules, such as site one monitoring module 82. The
site one monitoring module 82 may be communicatively
coupled to the workload distribution module 72, such as
through a network, and may transmit metrics from the site
one 74 to the workload distribution module 72. In some
embodiments, the site one monitoring module 82 may be
executed on a single computer. In other embodiments, a
monitoring module is executed on each of the systems
executing at the site one 74. In yet other embodiments,
multiple monitoring modules, one on each server, monitor
and report metrics to the workload distribution module 72.
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Furthermore, the site one monitoring module 82 may be
configured to monitor the systems executing at site one 74.
In some embodiments, the site one monitoring module 82
may be configured to monitor the available hardware pro-
cessing capacity of the computer processors executing at the
site one 74. In other embodiments, the site one monitoring
module 82 may be configured to monitor the available
network capacity of the site one 74. In yet other embodi-
ments, the site one monitoring module 82 may be configured
to monitor the one or more workloads 80, 90 executing at the
site one 74.

In various embodiments, the site one monitoring module
82 may monitor various characteristics of the workloads 80,
90 such as the number of queued transactions, the availabil-
ity of the workloads 80, 90 to handle additional transactions,
the number of threads associated with each of the one or
more workloads 80, 90, and any other workload-specific
characteristics as is known in the art. Similarly, site two 76
may include a site two monitoring module 86, the operation
of' which may be analogous to that of the site one monitoring
module 82.

In addition, site one 74 may include a software replication
module 88, a hardware replication module 98, and a storage
unit 94. Likewise, site two 76 may include a software
replication module 100, a hardware replication module 102,
and a storage unit 104. An additional storage unit 96 may be
located at a third site, for example, site three 106.

The software replication modules 88, 100 may be con-
figured to repeatedly or continuously replicate units of work,
or unit of work data, from the priority workloads 80, 84 from
the respective sites 74, 76. The software replication modules
88, 100 may collect units of work from the priority work-
loads 80, 84 and coordinate the replication of those units of
work on the other site 76, 74 at relatively frequent intervals
or periods, such as, for example, at a substantially real-time
rate, in order to maintain the active and standby instances of
a workload substantially synchronized. For example, the
software replication modules 88, 100 may replicate unit of
work data, such as logged transactional data, that is, logged
data based on transactional boundaries, from the primary
site, for example, site one 74, to the secondary site, for
example, site two 76, subsequent to each transaction at the
primary site. In various embodiments, the software replica-
tion modules 88, 100 may implement any suitable method of
duplicating a workload instance, including, for example,
program instructions, associated data and state information,
such as IBM’s InfoSphere Data Replication method.

The hardware replication modules 98, 102 may be con-
figured to periodically replicate the contents of the storage
units 94, 104 of the respective sites 74, 76, including priority
workload data and general workload data. The hardware
replication modules 98, 102 collect content from the storage
units 94, 104 and coordinate the periodic replication of those
contents on site three 106 at relatively less frequent intervals
or periods, such as, for example, once every 5 seconds, once
every 10 seconds, once every 30 seconds or once per minute.
In an embodiment, the hardware replication modules 98, 102
may replicate contents of the storage units 94, 104 simul-
taneously with or immediately after each write function to
the storage units 94, 104. In an embodiment, the hardware
replication modules 98, 102 perform disk replication, copy-
ing or mirroring a complete image of a storage unit.

In various embodiments, the hardware replication mod-
ules 98, 102 may implement any suitable method of dupli-
cating or mirroring a storage volume, image, or contents to
a remote site, such as IBM’s Metro Mirror peer-to-peer
remote copy (PPRC), extended remote copy (XRC), or
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Global Mirror disk replication architectures, or the like. In
various embodiments, the periodic hardware replication may
be synchronous or asynchronous.

Multiple workloads may execute on separate sites, and
each may be replicated to one or more other sites. For
example, a priority workload 80 may execute on site one 74
and be replicated to site two 76, while another priority
workload 84 executes on site two 76 and is simultaneously
replicated on site one 74. In an embodiment, if the metrics
for each workload indicate that one of the sites is over-
loaded, the workload distribution module 72 may distribute
all units of work for that workload to another site. Of course,
in various embodiments, any number of additional sites may
be configured to provide load balancing and replication of
units of work.

Although the controller 108 of FIG. 5 is depicted as a
stand-alone module, it will be understood that, in various
embodiments, the controller 108 may be executed in the
workload distribution module 72 or in any combination of
the sites 74, 76, 106. For example, in an embodiment, the
controller 108 may communicate with each of the sites 74,
76, 106 and may be configured to coordinate transactions
and replication of the units of work between the various
sites. The controller 108 may communicate with the work-
load distribution module 72, and use information provided
by each of those modules to coordinate transactions and
replication of the units of work for each workload between
the various sites.

The illustration of FIG. 5 is a simplified representation of
the various components of the integrated continuous/reliable
availability system 70 for purposes of clarity. It will be
understood by those of ordinary skill in the art, that addi-
tional or fewer components may be used in alternate
embodiments. In additional embodiments, the layout and
configuration of the components may differ from those of
FIG. 5 without affecting the functionality of the integrated
continuous/reliable availability system 70. In additional
embodiments, the various components may be located in
separate modules. In further embodiments, the functionality
of various components may be incorporated into a single
hardware or software module.

FIG. 6A is a schematic diagram that illustrates a simpli-
fied multisite, multiworkload, integrated continuous/reliable
availability system 110, including multiple geographically
distributed computing sites, for example, Site A 112, Site B
114 and Site C 116. Site A 112 may be located in one region,
for example Region 1 (not shown), and Site 114 and Site C
116 may be located in another region, for example, Region
2 (not shown), that is relatively geographically distant from
Region 1. The geographic distance between Region 1 and
Region 2 may provide for a relatively high probability that
computer processing sites in Region 1 will not suffer out-
ages, or otherwise become unavailable, at the same time as
computer processing sites in Region 2. In particular, the
geographic distance between Region 1 and Region 2 may
provide for a relatively high probability that computer
processing sites in Region 1 and sites in Region 2 will not
suffer outages, or otherwise become unavailable, due to a
common cause, such as a regional power outage.

In any embodiment, Site C 116 may be located in a third
region, for example, Region 3 (not shown), that also is
relatively geographically distant from Region 1. As above,
the geographical distance between Region 1 and Region 3
may provide for a relatively high probability that computer
processing sites in Region 1 and computer processing sites
in Region 3 will not become unavailable at the same time or
due to a common cause.
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The primary computing site in this example, Site A 112,
may host an active priority workload 118 and an active
general workload 120. That is to say, the active priority
workload 118 and an active general workload 120 may be
assigned to Site A. The active priority workload 118 may be
provided with continuous availability and workload redirec-
tion provisions, including software replication methods,
because it is a priority workload. For example, a standby
priority workload 122 may be executed in parallel on Site B
114. That is, the program instructions, associated data and
state information of active priority workload 118 may be
replicated from Site A 112 to Site B, for example, by the
software replication module 58 of FIG. 4, and the priority
workload program instructions may be simultaneously
executed at Site A 112 and at Site B 114 as an active priority
workload 118 and as a standby priority workload 122.

In addition, the active general workload 120 may be
provided with reliable availability and workload redirection
provisions, including managed hardware replication tech-
niques, because it is a general workload. For example, the
contents, or image, of a storage unit 126 at Site A (Image A),
including the program instructions, may be periodically
replicated to maintain a copy of the contents on a storage
unit 132 at Site C (Copy A). The storage units 126, 128, 132
may include any type of computer memory medium orga-
nized in any format, such as, for example, a relational model
database server, a hierarchical database, an information
management system, a virtual storage access method server,
a hard disk drive (HDD), optical storage medium, magnetic
tape, or any other acceptable memory medium. A database
may include, for example, any group of files organized in
association with any database manager known in the art.

The software replication and hardware replication may be
coordinated, or managed, by workload availability module
124, which may incorporate the functionality of the work-
load distribution module 52, the software replication module
58 and the hardware replication module 60 of FIG. 4, and
may be communicatively linked with a controller 130. In
any embodiment, the workload availability module 124 may
communicate with the various sites via a network, such as
the one or more networks 64 of FIG. 4. Thus, at any given
moment in time, the contents of the storage unit 126 at Site
A 112 may be backed up by a mirrored copy at a backup site,
such as the storage unit 132 at Site C 116, which may be
available in the case that Site A 112 should become unavail-
able.

The workload availability module 124 may be configured
to detect that Site A 112 is unavailable, or that the active
priority workload 118 is not executing on the primary site.
In this case, as shown in FIG. 6B, workload availability
module 124 may reassign and automatically redirect active
priority workload 118 (i.e., transmit the ongoing/future data
stream of active priority workload 118) to Site B 114, and
designate the execution of the priority workload on Site B as
the active priority workload 118. In various embodiments
the redirection may occur, for example, within about 10
seconds, 30 seconds, one minute or 3 minutes. In various
embodiments, the redirection of priority workloads may be
fully automated, may require authorization by an operator,
for example, based upon an operational policy, or may
require initiation by an operator, for example, in the case of
planned maintenance.

In any embodiment, workload redirection may occur
because of an emergency or unplanned system or site
outage, for example, based on metrics received from Site A
112. Alternatively, in an embodiment, the workload redirec-
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tion may occur because of a planned system or site outage,
for example, initiated by a program script and/or instructions
from an operator.

In order to provide substantially continuous or near con-
tinuous secondary backup of the priority workload, the
workload availability module 124 may restart the hardware
replicated image at another available site, for example,
bringing up Copy A from the storage unit 132 at site C 116.
Thus, the workload availability module 124 may assign and
replicate the active priority workload 118, for example, as
standby priority workload 122 on Site C 116, as shown in
FIG. 6C. Thus, during the time that Site A 112 is unavailable,
the priority workload may continue to execute in parallel as
an active priority workload 118 on Site B 114 and as a
standby priority workload 122 on Site C 116.

At this point the contents of the storage unit 132 at Site C
116 (Image C) may actively support the standby priority
workload 122 running at Site C 116, while continuing to
maintain a residual copy of all data related to general
workloads that previously were running at Site A 112 before
Site A 112 became unavailable. Thus, the only period during
which an active backup of priority workloads is not provided
is the brief time required to replicate the active priority
workload 118 from the original secondary site, Site B 114,
to the new secondary site, Site C 116.

When a priority workload, such as active priority work-
load 118, is redirected from Site A 112 to Site B 114, the
active general workload 120 may continue to execute on site
A 112 unimpeded, if Site A 112 continues to be available.
However, should workload availability module 124 detect
that Site A 112 is unavailable, or that the active general
workload 120 is not executing on the primary site, as shown
in FIG. 6C, the workload availability module 124 may
reassign the general workloads, for example, to Site C 116,
and restart the active general workload 120 at Site C 116
from the hardware copy maintained in storage unit 132 at
Site C 116.

The workload availability module 124 may synchronize
data related to priority and general workloads in storage unit
132 at Site C 116 with that of storage unit 128 at Site B 114,
for example, implementing software replication methods, to
resolve any data inconsistencies such that the standby pri-
ority workloads and general workloads may become resyn-
chronized with the active priority workloads, such as active
priority workload 118, at disk integration. For example, the
workload availability module 124 may resolve a data incon-
sistency by replacing data in storage 132 at Site C 116
related to a priority workload, such as priority workload 118,
with corresponding data in storage 128 at Site B 114 based
on the data in storage unit 132 at Site C 116 having become
obsolete due to updates performed at Site B 116 but not at
Site C 116 over time, for example, the period of time
required to restart the active general workload 120 at Site C
116 from the hardware copy.

In various embodiments the redirection and restart of
priority and general workloads from the hardware copy may
occur, for example, within about two hours, within about one
hour, or within about one-half hour. In various embodi-
ments, the redirection of general workloads may be fully
automated, may require authorization by an operator for
example, based upon an operational policy, or may require
initiation by an operator, for example, in the case of planned
maintenance.

In addition, the workload availability module 124 may
initiate replication of the contents (Image C) of storage unit
132 to another available site, for example, on storage unit
126 once Site A 112 becomes available again, as shown in
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FIG. 6D, in order to facilitate the eventual return to the
original site configuration. In this scenario, the only period
during which a hardware backup of general workloads
would not be provided is the time during which Site A 112
is not available plus the time required to replicate the storage
unit 132 contents (Image C) from the original hardware
backup site, Site C 116, to the storage unit 126 at Site A 112
(Copy C).

In any embodiment, during the time that Site A 112 is
unavailable, the contents (Image C) of storage unit 132 may
also be periodically replicated at yet another site (not shown)
in Region 1, Region 2, or another region that is relatively
geographically distant from Region 3. The periodic hard-
ware replication of storage unit 132 contents may provide
reliable availability and facilitate the eventual return to the
original site configuration. Thus, the only period during
which a hardware backup of general workloads may not be
provided is the time required to replicate the storage unit 132
contents (Image C) from the original hardware backup site,
Site C 116, to a storage unit at a new secondary hardware
backup site.

In FIG. 6D, Site B 114 has become the primary site for
priority workloads, and Site C 116 has become the primary
site for general workloads, as well as the secondary, or
backup, site for priority workloads. The operative configu-
ration of Site B 114 and Site C 116 in FIG. 6D may provide
the full functionality, including software and hardware rep-
lication, of the original operative configuration of Site A 112
and Site B 114 in FIG. 6A. The active priority workload 118
may continue to execute indefinitely on Site B, and the
active general workload 120 and the standby priority work-
load 122 may continue to execute indefinitely on Site C 116,
while the image of storage unit 132 may be indefinitely
periodically copied to storage unit 126 at Site A 112, or to
a storage unit at yet another site while Site A is unavailable.

Nevertheless, after Site A 112 becomes available once
again, for example, after maintenance or repairs have been
performed, power has been restored, or the like, then the
workload availability module 124 may reverse the migration
process, or “go home,” and return the operative configura-
tion to the original operational configuration, such as, for
example, a normal operation mode. The workload availabil-
ity module 124 may replicate the contents (Image C) of the
storage unit 132 at Site C 116 to the storage unit 126 at Site
A 112 (Copy C) as shown in FIG. 6D.

As depicted in FIG. 6E, execution of workloads at the
third site may be halted, and the workload availability
module 124 may restart the priority workload as standby
priority workload 122 at Site A 112. At this point the
contents of the storage unit 126 at Site A 112 (Image A) may
actively support the standby priority workload 122 running
at Site A 112, while continuing to maintain a residual copy
of all data related to general workloads running at Site C
116.

The workload availability module 124 may reassign and
automatically redirect active priority workload 118 (i.e.,
transmit the ongoing/future data stream of active priority
workload 118) to Site A 112, and once again designate the
execution of the priority workload on Site A 112 as the active
priority workload 118, returning to the original site configu-
ration of FIG. 6A. Substantially simultaneously, workload
availability module 124 may designate the execution of the
priority workload on Site B 114 as the standby priority
workload 122. In various embodiments the redirection may
occur, for example, within about 10 seconds, 30 seconds,
one minute or 3 minutes.
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The workload availability module 124 may reassign the
general workloads to Site A 112 and restart the active general
workload 120 at Site A 112 from the hardware copy in
storage unit 126 at Site A 112, as shown in FIG. 6A. The
workload availability module 124 may synchronize data
related to priority and general workloads in storage unit 132
at Site A 112 with that of storage unit 128 at Site B 114, for
example, implementing software replication methods, to
resolve any data inconsistencies such that the standby pri-
ority workloads and general workloads may become resyn-
chronized with the active priority workloads, such as active
priority workload 118, at disk integration. For example, the
workload availability module 124 may resolve a data incon-
sistency by replacing data in storage 126 at Site A 112
related to a priority workload, such as the active priority
workload 118, with corresponding data in storage 128 at Site
B 114 based on the data in storage unit 126 at Site A 112
having become obsolete due to updates performed at Site B
116 but not at Site A 112 over time, for example, the period
of time required to restart the active general workload 120
at Site A 112 from the hardware copy.

The contents (Image A) of the storage unit 126 at Site A
112, may once again be periodically replicated to maintain
a copy of the contents (Copy A), for example, on the storage
unit 132 at Site C 116. At this point, Site A 112, Site B 114
and Site C 116 may all have been returned to the original
operative configuration of FIG. 6A. In various embodi-
ments, the reverse migration, that is, the redirection and
restart of priority and general workloads from the hardware
copy, may require approximately three hours, approximately
one hour, or approximately 30 minutes.

In various embodiments, the workload availability mod-
ule 124 may perform the reverse migration, or “go home,”
procedures based on automated programming scripts and/or
user instructions. For example, in an embodiment, the work-
load availability module 124 may restore the original opera-
tive configuration upon detecting that the primary site is
once again available. In an embodiment, the reverse migra-
tion must be initiated by a user, or operator.

The operative configurations of the priority and general
workloads, sites and storage units of FIG. 6A-6E are pro-
vided for purposes of clarity, and a person of ordinary skill
in the art will readily understand that in alternate embodi-
ments any number of sites and workloads may be imple-
mented in any combination, and that the sequence of opera-
tional configuration transitions may be performed in a
variety of different orders to accomplish continuous/reliable
availability. Similarly, a person of ordinary skill in the art
will readily apprehend that a similar sequence of operational
configuration transitions may be performed in the case of a
secondary site unavailability, such as an outage of Site B 114
of FIG. 6A.

FIG. 7 illustrates a block diagram of an individual site 140
associated with an integral continuous/reliable workload
availability module 142 in accordance with an embodiment
of'the invention. The workload availability module 142 may
incorporate the functionality of the workload distribution
module 52, the software replication module 58 and the
hardware replication module 60 of FIG. 4, and may be
communicatively coupled to a controller 164 and to one or
more workloads executing at the site 140. The workload
availability module 142 may coordinate distribution of units
of work for the active priority workload 144. Each the active
priority workload 144 and the active general workload 146
may include an application interface 148, 150 that may
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facilitate communication of units of work to the active
priority workload 144, the active general workload 146, or
both.

The application interfaces 148, 150 may be configured to
use any type of application interface known in the art, such
as, for example, TCP/IP, message queuing, remote proce-
dure execution, or any other suitable interface. Each the
active priority workload 144 and the active general work-
load 146 additionally may include a transaction and data
storage unit 152, 154. In one embodiment, the transaction
and data storage units 152, 154 may include, for example, a
database storage system. In another embodiment, the trans-
action and data storage units 152, 154 may include a
file-based system. In yet another embodiment, the transac-
tion and data storage units 152, 154 may include a transac-
tion-based storage such as a queue. In other embodiments,
the transaction and data storage units 152, 154 may be any
storage as is known in the art.

The active priority workload 144 additionally may be
associated with a workload monitoring module 156. In The
workload monitoring module 156 may monitor the perfor-
mance of the workloads and the system processing load. The
workload monitoring module 156 may be configured to
determine the transaction processing speed of the work-
loads, the number of threads executing for each workload,
the number of transactions queued for processing, and/or
any other workload processing related information. The
workload monitoring module 156 may be communicatively
coupled to a monitoring module, such as the site one
monitoring module 82 of FIG. 5, which may transmit the
workload metrics to the workload availability module 142.

The active priority workload 144 and the active general
workload 146 may further include system state monitors
160, 162. The system state monitors 160, 162 may commu-
nicate to the workload availability module 142 whether or
not the active priority workload 144 and the active general
workload 146 are currently operating within specified tol-
erances. When either the active priority workload 144 or the
active general workload 146 should stop operating correctly,
the system state monitors 160, 162 may notify the workload
availability module 142.

FIG. 8 illustrates a process flow for providing integral
continuous/reliable availability in accordance with an
embodiment of the invention. At block 170, statistical data
and metrics may be collected for each workload from the
various applications and sites. In an embodiment, the sta-
tistical data and metrics are collected continuously at a
substantially real-time rate. At block 172, a unit of work may
be received for a workload. The unit of work may be
associated with either a priority workload or with a general
workload. A unit of work may include one or more trans-
actions that are connected with one another. In an embodi-
ment, the unit of work includes a series of updates and/or
inserts in a relational database and the unit of work is defined
by a first transaction, and terminated by a commit request,
which closes the group of transactions and stores them in a
database. In another embodiment, a logical unit of work may
include a series of transactions across multiple backend
systems, each dependent on one another.

At block 174, a workload distribution module, such as
workload distribution module 72 of FIG. 5, may use the
network addressing for the unit of work to determine with
which workload the unit of work is associated. At block 176,
the particular site that will be used to execute the unit of
work may be determined and the unit of work may be
assigned to the site based on the workload determined at
block 174, and the metrics collected at block 170.
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In an embodiment, the site may be selected based on
whether or not the site is the primary site for executing the
workload that the unit of work is directed to, on the available
processing capacity, the available network bandwidth, the
average transaction execution speed, the number of pending
transactions, the availability of a site, and/or any other factor
as is known in the art. In another embodiment, the site may
be selected iteratively in a “round-robin” fashion. In yet
another embodiment, the site may be selected randomly
from a group of available sites.

In an embodiment, if one site is unavailable, such as
where a network becomes unavailable, a power outage is
encountered or a hardware failure exists, the site may be
automatically removed from consideration until the issues
have been corrected. In an additional embodiment, if the
workload is unavailable, for example, because of a system
error or a scheduled outage, the workload is directed to an
alternate site that is capable of processing the workload.

At block 178, the unit of work may be transmitted to the
selected site. At block 180, a system within the site may be
selected to process the work. In some embodiments, a
plurality of systems at each site may be configured to
process a unit of work. At block 182, the unit of work may
be transmitted to the selected system. At block 184, the unit
of work may be executed by the selected system at the
selected site, and the transactions in the unit of work may be
committed and stored in a database.

At block 186, once the transactions have been executed,
the unit of work data may be replicated, for example, if the
unit of work is associated with a priority workload, to the
other site that supports the same workload environment
using a software replication module such as each of the
software replication modules 88, 100 of FIG. 5. In various
embodiments, the replication may be synchronous or asyn-
chronous. In an additional embodiment, the unit of work
data may be replicated in its entirety to multiple alternate
sites using software replication methods.

At block 188 each of the transactions in the unit of work
may be committed to each of the alternative sites, for
example, by a software replication module, and executed at
each of the alternate sites in a way that maintains data
consistency. Technical effects and benefits of software rep-
lication include a mechanism for load balancing, workload
redirection, and replication of data associated with one or
more workload across a number of sites separated by
unlimited distances without requiring workload changes.

At block 190, the content, image or data maintained in a
storage unit, such as, for example, a hard disk drive, at the
primary site may be replicated, or mirrored, in its entirety, or
substantially in its entirety, for example, to a storage unit at
a third site that is geographically distant from the primary
site. In an alternative embodiment, the data may be repli-
cated from the primary site to more than one other site. In
another embodiment, the data copy at the third site may be
replicated to one or more other sites.

FIG. 9 illustrates an additional process flow for providing
integral continuous/reliable availability in accordance with
an embodiment of the invention. At block 192, metrics or
statistical data regarding the primary computing site may be
monitored to verify correct operation of the primary site. At
block 194, a determination may be made as to whether or not
the primary site is available. If not, in block 196 a failover
procedure may be performed, for example, according to
FIG. 10. If the primary site is available, the active priority
workloads may be assigned to and executed at the primary
site in block 198.
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In block 200, the standby priority workloads may be
executed at the secondary site, and in block 202 priority
workload data may be replicated, for example, using soft-
ware replication techniques from the primary site to the
secondary site. The active general workloads may be
assigned to and executed at the primary site in block 204,
and in block 206, the storage unit data maintained in a
storage unit at the primary site may be replicated to a storage
unit at a third site, for example, using hardware replication
techniques.

FIG. 10 illustrates a failover procedure that may be used
with the process flow for providing integral continuous/
reliable availability of FIG. 9. In the event that the primary
site is not available, in block 210, the active priority work-
loads may be switched over to execute at the secondary site.
For example, the standby instances of priority workloads
executing at the secondary site may be designated as and
become the primary, or active, instances of the priority
workloads. The switchover may be requested by a user,
operator or system administrator, or automated according to
a policy implemented, for example, in programming script.
In wvarious embodiments, the switchover may require
approximately 10 seconds, 30 seconds, one minute or three
minutes.

In block 212, the standby priority workloads may be
reassigned to and restarted at a third site from a hardware
copy, implementing software replication methods with the
second site in order to maintain continuous availability for
the priority workloads. For example, the priority workloads
previously executing at the primary site may be restarted at
the third site as standby instances using dormant instances
copied to the mirrored storage volume at the third site by a
hardware replication method before the primary site became
unavailable. The restart may be requested by a user, operator
or system administrator, or automated according to a policy
implemented, for example, in programming script.

In block 214, the active general workloads may be
restarted at the third site. For example, the general work-
loads previously executing at the primary site may be
reassigned to and restarted at the third site using dormant
instances copied to the mirrored storage volume at the third
site by a managed hardware replication method before the
primary site became unavailable. The restart may be
requested by a user, operator or system administrator, or
automated according to a policy implemented, for example,
in programming script. In various embodiments, the restart
of priority and general workloads may require approxi-
mately three hours, approximately one hour, or approxi-
mately 30 minutes.

In block 216, data related to priority and general work-
loads at the third site may be synchronized with the current
active priority workload data, for example, implementing
software replication methods. For example, data in a storage
unit at the third site used by priority or general workloads
may be synchronized with corresponding data in a storage
unit at the original secondary site to resolve any data
inconsistencies, for example, resulting from data at the third
site having become obsolete due to updates performed at the
original secondary site but not at the third site during the
period of time required to restart the priority and general
workloads from the hardware copy at the third site, such that
the priority and general workloads at the third site may
become resynchronized with the priority workloads at the
original secondary site. The data used by general workloads
generally may include, for example, batch application files,
sequential files, flat files, state information, other files that do
not log data, non-logged data objects, or the like.
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A determination may be made, in block 218, as to whether
or not the primary site is currently available. If the primary
site remains unavailable, the process may wait at block 218
until the primary site becomes available once again. In block
220, the contents or data copy maintained in a storage unit
at the third site may be replicated to the original primary site
using hardware replication methods.

At block 222, an operator input may be monitored for a
“restore” command. At block 224, a determination may be
made as to whether or not the restore command has been
received. If the restore command has been received, at block
226, a restore procedure may be performed, for example,
according to FIG. 11. However, if the restore command has
not been received in block 224, the procedure may return to
block 218.

A person of ordinary skill in the art will readily under-
stand that this method reduces the potential disruption of
computing services, and reduces the exposure time during
which priority workloads may operate at a single site
without continuous backup resulting from a failure to the
time required to restart workloads from the mirrored storage
volume.

FIG. 11 illustrates a restore, or reverse migration, proce-
dure that may be used with the process flow for providing
integral continuous/reliable availability of FIG. 9 and the
failover procedure of FIG. 10. In block 230, data related to
priority and general workloads at the original primary site
may be synchronized with the current active priority work-
load data from the secondary site, for example, implement-
ing software replication methods. For example, data in a
storage unit at the original primary site used by priority or
general workloads may be synchronized with corresponding
data in a storage unit at the secondary site to resolve any data
inconsistencies, for example, resulting from data at the
original primary site having become obsolete due to updates
performed at the secondary site but not at the original
primary site during the period of time required to restart the
priority and general workloads from the hardware copy at
the original primary site, such that the priority and general
workloads at the original primary site may become resyn-
chronized with the active priority workloads at the second-
ary site. The data used by general workloads generally may
include, for example, batch application files, sequential files,
flat files, state information, other files that do not log data,
non-logged data objects, or the like.

The standby priority workloads may be reassigned to and
restarted at the primary site from a hardware copy, in block
232, implementing software replication methods with the
second site in order to maintain continuous availability for
the priority workloads. For example, execution of workloads
at the third site may be halted, and the primary workloads
that were executing at the third site may be restarted at the
original primary site using dormant instances copied to the
mirrored storage volume at the primary site from the third
site by a hardware replication method. In an embodiment,
the restart must be requested by a user, operator or system
administrator, or automated according to a policy imple-
mented, for example, in programming script.

The general workloads may be restarted at the original
primary site in block 234. For example, the general work-
loads executing at the third site may be restarted at the
primary site using dormant instances copied to the mirrored
storage volume at the primary site by a hardware replication
method. In a preferred embodiment, the restore procedure
must be commanded by a user, operator or system admin-
istrator. In various embodiments, the restart of priority and
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general workloads at the original primary site may require
approximately three hours, approximately one hour, or
approximately 30 minutes.

In block 236, the active priority workloads and the
standby priority workloads may be switched, or swapped.
For example, the standby instances of priority workloads
that were restarted at the primary site in block 230 may be
designated and become the primary, or active, instances of
the workloads, returning primary execution of the priority
workloads to the primary site, and the priority workloads
executing at the original secondary site may once again be
designated as standby instances. This switchover may be
performed under planned, controlled conditions at a time
selected to be convenient to the operator. In a preferred
embodiment, the restore procedure must be commanded by
a user, operator or system administrator. In various embodi-
ments, the switchover may require approximately 10 sec-
onds, 30 seconds, one minute or 3 minutes.

In block 238, the content or data maintained in a storage
unit at the original primary site may be periodically repli-
cated to another storage unit, for example, at the third site
using hardware replication methods.

A person of ordinary skill in the art will readily under-
stand that the methods of FIGS. 9-11 reduce the exposure
time during which priority workloads may operate at a
single site without continuous backup during the restore
procedure to the time required to restart workloads from the
mirrored storage volume at the primary site.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s).

It should also be noted that, in some alternative imple-
mentations, the functions noted in the block may occur out
of the order noted in the figures. For example, two blocks
shown in succession may, in fact, be executed substantially
concurrently, or the blocks may sometimes be executed in
the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block
diagrams and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration,
can be implemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one more other features, integers, steps,
operations, element components, and/or groups thereof.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
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ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in
one or more computer readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, includ-
ing but not limited to wireless, wireline, optical fiber cable,
RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

Aspects of the present invention are described above with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
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program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function in a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks. The
corresponding structures, materials, acts, and equivalents of
all means or step plus function elements in the claims below
are intended to include any structure, material, or act for
performing the function in combination with other claimed
elements as specifically claimed. The description of the
present invention has been presented for purposes of illus-
tration and description, but is not intended to be exhaustive
or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the invention for
various embodiments with various modifications as are
suited to the particular use contemplated

The flow diagrams depicted herein are just one example.
There may be many variations to this diagram or the steps
(or operations) described therein without departing from the
spirit of the invention. For instance, the steps may be
performed in a differing order or steps may be added, deleted
or modified. All of these variations are considered a part of
the claimed invention.

While the preferred embodiment to the invention has been
described, it will be understood that those skilled in the art,
both now and in the future, may make various improvements
and enhancements which fall within the scope of the claims
which follow. These claims should be construed to maintain
the proper protection for the invention first described.

What is claimed is:

1. A system for maintaining a multiple site configuration
for continuous availability over long distances, comprising:

a first computing site configured to execute a first instance
associated with a priority workload, wherein the first
instance is designated as an active instance;

a second computing site communicatively coupled with
the first computing site, the second computing site
configured to execute a second instance of the priority
workload, wherein the second instance is designated as
a standby instance;

a first replication module configured to replicate a unit of
work data associated with the priority workload being
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executed as the active instance at the first computing
site to the standby instance at the second computing
site, wherein the unit of work data comprises a com-
puting transaction;

a second replication module configured to replicate data
stored in a first storage volume to a copy on a second
storage volume, wherein the first storage volume is
associated with the first computing site, and the second
storage volume is associated with a third computing
site that is communicatively coupled with the first
computing site, wherein the second computing site is
distinct from the third computing site; and

a workload availability module configured to determine
based on monitoring one or more metrics whether the
first computing site is unavailable and, in response to a
determination that the first computing site is unavail-
able, to:
designate the second instance as the active instance;
cause the third computing site to execute a third

instance associated with the priority workload; and
designate the third instance as the standby instance.

2. The system of claim 1, wherein execution of the third
instance is started from the copy on the second storage
volume.

3. The system of claim 2, wherein the first computing site
is further configured to restart the first instance associated
with the priority workload based on the first computing site
subsequently becoming available and subsequently desig-
nate the first instance as the active instance.

4. The system of claim 1, wherein the unit of work data
includes transactional data that is logged in response to
completion of the computing transaction.

5. The system of claim 1, wherein the second computing
site is separated from the first computing site by a first
distance greater than a metropolitan area network, and the
second storage volume is separated from the first storage
volume by a second distance greater than a metropolitan
area network.

6. The system of claim 1, wherein the unit of work data
is replicated from the first computing site to the second
computing site at a first frequency, and the data from the first
storage volume is replicated from the first computing site to
the second storage volume at the third computing site at a
second frequency, wherein the first frequency is higher than
the second frequency.

7. A computer program product for maintaining a multiple
site configuration for continuous availability over long dis-
tances, the computer program product comprising a com-
puter readable storage medium having stored thereon:

first program instructions executable by a processor to
cause the processor to assign a first instance associated
with a priority workload to be executed by a first
computing site, wherein the first instance is designated
as an active instance;

second program instructions executable by the processor
to cause the processor to assign a second instance
associated with the priority workload to be executed by
a second computing site, wherein the second instance is
designated as a standby instance;

third program instructions executable by the processor to
cause the processor to replicate a unit of work data from
the active instance to the standby instance, wherein the
unit of work data comprises a computing transaction
being executed by the first computing site;

fourth program instructions executable by the processor to
cause the processor to replicate data from a first storage
volume to a copy on a second storage volume, wherein
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the first storage volume is associated with the first
computing site, and the second storage volume is
associated with a third computing site, wherein the
second computing site is distinct from the third com-
puting site;

fifth program instructions executable by the processor to

cause the processor to monitor a metric associated with
the first computing site;

sixth program instructions executable by the processor to

cause the processor to determine that the first comput-
ing site is unavailable based on the monitoring of the
metric associated with the first computing site; and
seventh program instructions executable by the processor
to cause the processor to, in response to a determination
that the first computing site is unavailable:
designate the second instance as the active instance;
assign a third instance associated with the priority
workload to the third computing site; and
designate the third instance as the standby instance.

8. The computer program product of claim 7, wherein the
third instance is executed based on the copy on the second
storage volume.

9. The computer program product of claim 8, the com-
puter readable storage medium further having stored
thereon:

eighth program instructions executable by the processor

to cause the processor to restart the first instance
associated with the priority workload in response to the
first computing site subsequently becoming available;
and

ninth program instructions executable by the processor to

cause the processor to subsequently designate the first
instance as the active instance.
10. The computer program product of claim 7, wherein
the unit of work data includes transactional data that is used
during completion of the computing transaction at the first
computing site.
11. A method for maintaining a two-site configuration for
continuous availability over long distances, comprising:
executing a first instance of a priority workload at least in
part with a first processor, wherein the priority work-
load is an application comprising a plurality of com-
puting transactions, and the first instance is designated
as an active instance;
executing a second instance of the priority workload at
least in part with a second processor, wherein the
second instance is designated as a standby instance;

copying a transactional data associated with the priority
workload being executed as the active instance by the
first processor to the standby instance being executed
by the second processor;

replicating data from a first storage volume to a copy on

a second storage volume, wherein the first storage
volume is associated with the first processor, and the
second storage volume is associated with a third pro-
cessor, wherein the second processor is distinct from
the third processor;

monitoring a metric associated with the first processor;

determining, based at least in part on the monitoring of the

metric associated with the first processor, that the first
processor is unavailable; and

in response to determining that the first processor is

unavailable:

designating the second instance as the active instance,
wherein the second instance is executed based on the
transactional data;
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executing a third instance associated with the priority
workload at least in part with the third processor,
wherein the third instance is executed based on the
copy on the second storage volume; and

designating the third instance as the standby instance.

12. The method of claim 11, further comprising:

restarting the first instance associated with the priority

workload at least in part with the first processor based
on the first processor subsequently becoming available;
and

subsequently designating the first instance as the active

instance.

13. The method of claim 11, wherein the transactional
data includes data used during completion of a computing
transaction from the priority workload.

14. The method of claim 11, wherein the second processor
is separated from the first processor by a first distance
greater than a metropolitan area network, and the second
storage volume is separated from the first storage volume by
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